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Absfmct— In this study, the StegoCrypt technique is proposed
using a combination of Discrete Wavelet Transform (DWT) and
One-Time Pad (OTP). Cover image with size 512 * 512 transformed
with Wavelet transformation of four levels. For the first level to the
third level, the subband LL is selected to obtain LL3 subband. At
fourth level, the LL3 is then transformed into HH4 subband with
help of wavelet transformation. This is done to_gain strength and
imperceptibility to the stego image. The secret sage that is used
is a binary image with a size of 32 * 32. Secret image is en¢@Zypted
with OTP before it is inserted in the host image. To test the quality
of imperceptibility, stego images were measured using PSNR and
MSE. While the quality of secretimage reconstruction of extraction
and decryption results are measured by using NCC. Robus!’m of
stego image is also tested with JPEG compression attacks. From
the test results can be concluded that the proposed method
works well and get a better quality stego image. The secret
image reconstruction results are also perfect as well as
robust to JPEG compression attacks.

Keywords—Discrete Wavelet Transform; One-Time Pad; Image
Steganography; Image Encryption; Image Cryptography

I.  INTRODUCTION

Currently messaging via the Internet network is a favorite
thing because it is fast and practical. Not infrequently the secret
message 1s also sent via the Internet. But the Internet 1s a public
network that is accessible to all people in the world. This may
cause an interruption in the messaging process. The dangerous
thing is when the message is stolen by an unauthorized person
[1]. Therefore it is necessary to safeguard the sending of
messages, so messages sent from the sender can be safe to the
recipient.

There are two techniques that have been popular and widely
used in message security process, l.e., steganography and
cryptography [2]. Steganography is the technique of hiding
messages on an obj§# in order to fool the human visual sense
[3]. Steganography can be solved in two ways, namely spatial
donffB. and frequency domain. Pixel Value Differencing (PVD)
and Least Significant Bit (LSB) is a widely used technique in the
spatial domain of steganography [4]. Fourier, Tschebischev,
Cosine, and Wavelet have widely used transformation in domain
frequency steganography [1] [3] [6]. Frequency domains are
mostly chosen on steganography as it is stronger against
manipulation and distortion in the image [2] [7].
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Cryptography is a technique for converting the form of a
message into another form that has a different meaning to the
message itself, possibly even tampering like a corrupted file.
There are two main processes in cryptography, namely
encryption, and decryption [8]. Both of these processes always
use the key. In the key encryption process serves to change the
plaintext into ciphertext, while the decryption key functions to
return the cipher text to plain text. There are two kinds of
cryptographic techniques, namely symmetrical and asymmetric.
Asymmetric cryptography is a cryptographic technique that uses
different keys when performing encryption and decryption.
While symmetric cryptography uses the same key while doing
the process of encryption and decryption. One-Time Pad (OTP)
is one of symmetric cryptography techniques that is very safe
and difficult to solve [9]. Currently, the combination of
steganography and cryptography is becoming more popular, this
is due to the layered security of the message so that the message
more difficult to be stolen and solved. The combination of
steganography and cryptography here is often referred to as
StegoCrvpt.

II. RELATED WORK

E. H. Houssein et. al. [1] proposed a combination of Haar
Discrete Wavelet Transform (HDWT) to insert data and AES to
encrypt messages. The cover image used 1s a grayscale image
with size 512 * 512. Embedded message on the image ¥ the
form of text with a message lengt{ Rl | to 500 characters. Stego
image quality is measured by Peak Signal to Noise Ratio
(PSNR), Mean Square Error (MSE) and Mean Absolute Error

(MAE).

D. R. 1. M. Setiadi et. al. [1] proposed the use of 16 * 16 sub-
block based DCT for insertion of messages that have been
encrypted with OTP algorithm. The insertion is done on the DC

art coefficient, the message is inserted in the form of a binary
&age with size 32 * 32 and cover image with size 512 * 512.
Stego image quality is measured by PSNR and MSE. The
decrypted and extracted message 1s compared with the original
message to get the value of Normalize Cross Correlation (NCC).
In this study also performed resistance test with JPEG and
Median filtering compression.

S. Singh and T. J. Siddiqui [10] proposed using 8 * 8 DCT
sub-blocks in which messages were mserted in the mud-
coefficient section. Where messages are inserted in the form of
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a binary image with size 64 * 64,%1e message is encrypted with
an Armold transformation before it is inserted. WhZ# the cover
image is a grayscale image with size 512 * 512. Stego image
quality is measured by PSNR and MSE, while extracted and
decrypted messages are measured by Normalize Correlation
(NC) and Bit Error Ratio (BER). In this study also performed
robustness test with JPEG compression, low-pass filtering, noise
addition, and cropping.

M. Jain dan S. K. Lenka [11] in his research proposed the
use of LSB and One-Time Pad (OTP) for the StegoCrypt
scheme. The message insertion technique uses LSB with master
variables, where messages can be inserted in 6th, 7th, or 8th bits.
The cover image used is a color image. Messages inserted in the
form of text that consists of only characters with the size of 8 to
8 bytes. Before this message is embedded, encrypt with OTP.
Stego image quality is measured by PSNR and MSE.

8. N. Gowda [12] proposed the LSB technique for message
insertion, while encryption was performed in two stages, with
AES and RSA. The cover image used is a color image with a
size of 1280 * 780fYith text messages that embed with the size
of 1kB to 512kB. The quality of stego images is measured by
PSNR and MSE.

III. Basic THEORY OF DISCRETE WAVELET TRANSFORM AND

ONE-TIME PADS

A. Discrete Wavelet Transform (DWT)

DWT is widely used in hiding message because it can
perform spatial localization well and has multi-resolution
characteristics in accordance with the model theory of human
visual system (HVS) [13]. The image traf@®rmed with DWT
will be divided into four subbands, namely LL, LH, HL., HH. LL
is a subband that contains low frequency or contains the value
of approximation of the image. LH is a subband that contains a
low-high frequency or horizontal index value in the image. HL.
is a subband that contains high-low frequency or vertical index
image value. While HH 1s a subband that contains high
frequency or diagonal image index value [14]. The LL
coefficients have some advantages co ed to other
coefficients that have an optimal approach for the original image
because most of the image energy concentrates on this frequency
[13]. [15]. [16]. Fig. 1 shows image decomposition on DWT.

Low- High-Low
Freq Freq
Subband (LL) | Subband (HL)
. High-
]i.;ow—[ ligh= Frequency
el Subband
Subband (LH) (HH)

Fig. 1. DWT Composition Subband

B. One-Time Pad (OTP)

OTP is asymmetric eryptography technique, which uses
randomly generated keys. This key is used to perform the
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encryption and decryption process. OTP technique was first
created by G. Vernam in 1917. The process of encryption and
decryption using XOR operators on key and secret messages
[14]. This technique is very powerful and is resistant to brute
force attacks if the key is truly random and only once used [1]
[14].

IV. PROPOSED METHOD

In this section, the StegoCrypt technique is proposed with
four levels of DWT and OTP encryption. This technique is used
for securing the secret image delivery. The process is divided
into two sides: the sender and the receiver.

A. Sender Side Method

On the sender side of the secret image will be done the
process of encryption and insertion of secret images on the cover
image. Here are the details of the steps in the algorithm on the
sender side:

Step 1: Open and read the cover image. then save into
variable (C;).

Step 2: Perform three-level DWT and get LL3 subband, see
Fig.2.

LL3 | LH3
HL2

HL3 | HH3

(HL)

LH2 HH2

(LH) (HH)

Fig. 2. 3-Level DWT Composition

Step 3: Perform DWT on LL3 subband and get HH4
subband. Save subband HH4 for key extraction process (K,).
See Fig. 3.

LL4 | HL4
HL3

LH4 | HH4

LH3 HH3

Fig. 3. 4" Level DWT Composition

Step 4: Open and read secret image, the save into variable

(i)
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Step 5: Generate random key (K;.) with the same size as the
secret image.

Step 6 : Use Eq .1 to perform OTP on secret image (S;) with
random key (K,.) to get chipertext of secret image (CT;).

CT, = (S, + K,) mod i )

Where 11s 2.

Step 7: Embed (CT;) into HH4 subband to get stego HH4,
use Eq. 2.
HH4;, = HH4 + (CT; * Z) (2)
Where 7 is embedding strength value

Step 8: Perform inverse transformation using four levels of
IDWT, then stego image is generated

B. Receiver Side Method

On the receiver side requires input stego image and key. The
output is the recover secret image obtained from the extraction
and decryption process of the stego image. Here are the details
of the steps in the algorithm on the receiver side:

Step 1: Open and read stego image, then save into variable
(St;).
Step 2: Perform three-level DW'T, then take LL3 subband.

Step 3: Perform DWT on LL3 subband and get HH4
subband.

Step4: Extract encrypted secret image (E's;) on HH4 of stego
image using (K,). with Eq. 3.

Es; = (HH4 - K,)/Z) 3)

Step 5: Decrypt encrypted secret image using Eq. 4. then get
decrypted secret image(DS;)

DS; = (Es; — K,) mod i “4)

EXPERIMENTAL RESULT AND COMPARATIVE STUDY

In this paper, we used a grayscale image with size 512*512
for the cover im4Z. The number of cover images tested there
are six, namely barbarabmp, peppers.bmp., cameraman.bmp,
women.bmp, lenabmp, £16.bmp. The six images can be seen in
Fig. 4. Whereas, for the secret image used is a binary image with
a size of 32 * 32. The OTP key is generated by a random
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Fig.4. Cover Image Used {(a) barbarabmp. (b) peppersbmp. (c)
cameraman bmp. (d) women bmp, (e) lena.bmp. () [16.bmp}
ﬁ

(@) o) ©
Fig. 5. {(a) secret image used. (b) sample OTP key, (c) encrypted secret
image}

Fig 5. shows the encryflbn process occurring in the secret
image. Once encrypted the secret image is inserted into the cover
image so as to produce stego image. To measure stego image
quality usedZISNR and MSE. Where PSNR and MSE are
obtained by comparingffB3eo image with cover image. MSE is
used to measure errors in the stego image, the higher the MSE
value the poorer the quality of the image. Eq 5 and Eq.6 are
formulas to compute MSE.

dif f = St;(a,s,d) — Ci(a,s, d) (5
A-15-1D-1 (6)
mMsE =" > lldiff I
a=0s=0d=0
Where: a.s, and d is size of ima
While PSNR serves to measure the quality of stego image.

@ higher the PSNR value the stego image becomes more
identical to the cover image. Eq. 7 is the PSNR formula we use.

2552 ) (7
VMSE

Fig. 6 shows the PSNR value graph of the results of this
study. Can be seen in the picture that the average value of stego
image PSNR is 54.213dB. This value proves that the stego
image quality is good because everything is above 40dB [11].
This value is also comparable with the results of the research [1].

PSNR,; = 1010g 10(
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Fig. 6. Comparative PSNR Value for Different Stego Image

While Fig. 7 shows the MSE value of each stego image. The
average value of MSE stego image is 0.247. This value 1s quite
good when compared with research [1].
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Fig. 7. Comparative MSE Value for Different Stego Image

At the end of the experiment was done the measurement of
the quality of extraction and decryption of the secret image with
NCC. The value of NCC ranges from 0 to 1, the better the value
of NCC then the value will be close to 1. Eq. 8 is the formula for
calculating the NCC.,

_ S x DS;
nee = w (8)

where:

Ya2is = sum of pixel value with size a*s

5 = secretl ima

DS; = Decrypted secret image
DN DN DN DN DN DN

(a) (b) (e) (d) (€)

Fig. 8. Decrypted Secret Image from Stego Image {(a) barbarabmp. (b)
peppers.bmp, (¢) cameraman.bmp, (d) women.bmp, (e) Icna.brﬁm (f) £16.bmp}

Fig. 8 shows the extraction and decryption of the secret
image of each stego image. From the measurement of NCC
formula obtained value 1 on all decryption of secret image. This
shows that the results of extraction and decryption on the image
can be done perfectly. For more details can be seen in Table I.
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TABLEL NCC VALUE EXTRACTED AND DECRYPTED SECRET IMAGE

WITHOUT ATTACK

Image File NCC
barbara.bmp 1
peppers.bmp 1

cameraman.bmp 1

women.bmp 1
lena.bmp 1
f16.bmp 1

Stego image 1s also resistant to JPEG attacks. this 1s
evidenced by the high value of NCC which can be seen in Table
I1. Testing against JPEG attacks is done because in sending data
via the internet is often done compression, and the standard
compression image 1s JPEG.

TABLE IL NCC VALUE EXTRACTED AND DECRYPTED SECRET IMAGE
WITH JPEG ATTACK
Image 50% Quality | 75% Quality

barbara.bmp 09143 1

peppers.bmp 09011 0.9989
cameraman.bmp 0.8993 1|

women.bmp 0.8769 0.9957
lena.bmp 0.9065 1

f16.bmp 0.8813 0.9988

VI. CONCLUSION

This research proposes new methods on steganography and
cryptography techniques (StegoCrypt) using four DWT levels
and OTP encryption. The selection of LL subband on the first
three DWT levels aims to make the image more robust. This can
be proved by the NCC value of JPEG compression attacks.
While the HH subband selected at the fourth level of DWT aims
to improve imperceptibility. Based on the experimental results
found in section V., it can be seen thﬂhe method proposed 1n
the study works well. Evidenced by the results of PSNR and
MSE on stego image and the perfect value of NCC on the
extraction of secret image. The use of a very simple and
powerful OTP algorithm provias a powerful protection against
secret image messages. This method can be used to provide
double security of secret image sent via the Internet, by
combination steganography and cryptography.
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