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Abstract. Digital data is widely transacted through internet media that can be accessed 

publicly, so this requires security of the data. This research proposes a combination of 

steganography and cryptography methods using wavelet transforms and OTP encryption based 

on PN generators. The PN generator is used as a tool to generate binary random numbers that 

are used to improve the quality of the embedding process and the encryption process. 

Messaging is carried out with four levels of wavelet transformation, the first three levels of the 

LL subband are selected to be transformed, while the fourth level wavelet transformation is 

selected for the HH subband to be embedded. This subband selection strategy is carried out 

with the aim of getting good imperceptibility and robust values. While OTP encryption is 

proposed because it has strong encryption results with a lightweight computing process. Based 

on the experimental results, binary random numbers generated by PN generators have been 

proven to successfully improve the quality of stego images and security. This has been 

measured by the PSNR and MSE, where there are remembrances on the two measuring 

instruments. 

1. Introduction 

The internet is a public network that can be used by all people in the world to conduct digital data 

transactions. Important digital data should be secured so that they cannot be misused by others [1] [2]. 

Some techniques that are widely used are by hiding or encoding the data before the data is sent. Data 

hiding techniques that are widely used are watermarking and steganography [3] [4]. Both of these 

techniques have similarities in how to hide data, which distinguishes these two techniques from their 

purpose. Watermarking is useful to protect ownership of data, while steganography is done with the 

aim of deceiving people so they do not know the hidden data [3] [5] [6].  

Steganography techniques in many images are done with two kinds of domains, namely the 

transformation domain and spatial domain [7] [8] [9]. The transformation domain has a relatively 

more complex computation than the spatial domain so that the transformation domain has a higher 

security. The transformation domain is also relatively more resistant to some image manipulation [10] 

[11]. The steganography method that is widely used in the transformation domain is Wavelet, Cosine, 

and Fourier [8] [9] [10]. Wavelet transformation is a relatively new transformation compared to 

Fourier and Cosine transformations. Wavelet transformation also has a better imperceptibility aspect 

to human vision systems [9] [12]. At present steganography research has been developed and 

combined with cryptographic techniques to provide stronger protection [12] [13] [14]. Cryptography is 
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a different security technique from steganography, cryptography secures data by encoding data into 

forms that cannot be understood and even appear to be broken [1] [9] [15]. Some cryptographic 

techniques that are widely combined with steganography techniques in images are visual cryptography 

[12] [16], RSA [13], one-time pad (OTP) [5] [8] [17]. OTP is a simple but powerful symmetrical 

cryptographic technique against various attacks and fast in computing [17] [18]. In some 

steganography studies using the pseudo number (PN) generator is also applied to the message 

embedding process, this technique can be used to spread message embedding, it can even improve the 

imperceptibility and security aspect [8] [13]. In research [9]it has been proposed a combination of 

strong steganography and cryptography techniques, but this method can still be optimized by 

combining it with PN sequence techniques which have been proven to improve the aspects of 

imperceptibility and security [8].  

2. Related Work 

Research on the combination of steganographic and cryptographic techniques has been developed. As 

has been done in the research of Najih et al [8]. In the study, a combination of cosine transformations 

for steganography and OTP methods was proposed to encrypt messages before being embedded. PN 

generators are also proposed to randomize the embedding process based on binary numbers generated 

by PN generators. The results are quite satisfying where the PSNR value increases around 3dB as well 

as its security aspects. 

Another study conducted by Setyono et al [9] also proposed OTP cryptography techniques combined 

with wavelet transformations as steganographic techniques. Wavelet transformation is carried out on 

four levels, where the first three levels are decomposed in the low subband and the last level is 

decomposed in the high subband. The results of this method are of good quality where the 

imperceptibility level reaches 54 dB when measured with PSNR. 

Devi and Shivakumar [12] in their research also proposed steganography techniques using wavelet 

transforms and visual cryptography in images. Huffman coding is also applied to the proposed method 

to increase the embedded message payload. The reason for choosing wavelet transformation is because 

of its superiority in the imperceptibility aspect when combined with visual cryptography methods. The 

results of this method proved to be quite good with a PNSR value of around 35dB with a relatively 

large message payload. 

Yadav and Dutta [13] also proposed a combination of steganography and cryptography techniques 

using the LSB and RSA methods. The combination of the two methods is used to provide two levels 

of security in the message. While at the third security level, the PN generator is implemented to spread 

the location of message embedding. In this way, there are three levels of security in the message. 

From several related studies above wavelet transformations appear to be superior compared to other 

methods in steganography techniques. The OTP cryptographic algorithm is also proven to be powerful 

for data security. In addition, the PN algorithm has also been proven to improve the security and 

imperceptibility aspects of steganography techniques. Therefore, this research proposes a combination 

of wavelet transformations, OTP cryptography and PN generators to optimize the level of security and 

imperceptibility in stegocrypt techniques.   

3. Theory 

3.1. Wavelet Transform 

LL 

subband 

HL 

subband 

LH 

subband 

HH 

subband 
 

Figure 1. Wavelet Decomposition Results 
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Wavelet transform works by using low pass filters and high pass filters to divide images into four 

subband types in the frequency domain [19]. Wavelet transform has advantages when returning an 

image to a spatial form because this transformation is multi-resolution in accordance with the human 

vision system [9]. Wavelet transform transforms the image in four subbands namely LL, LH, HL, and 

HH [20]. In steganography techniques, message embedding is mostly done in LL and HH subband. 

Embedding in the LL subband to improve message resistance to image manipulation, while the HH 

subband is used to improve the message imperceptibility. Figure 1 is a result of wavelet 

transformation. 

3.2. One-Time Pad (OTP) and PN Generator 

OTP is a cryptographic technique that is widely combined with steganography techniques [5]. This 

cryptographic technique is a substitution technique with simple computing because it only uses 

modulo operations [5] [9]. The strength of OTP encryption is on random keys and is only used once 

[8].  The OTP formula used in this study is (1) for encryption and (2) for decryption. 

 𝑜 = (𝑖 + 𝑘)𝑚𝑜𝑑 𝑥 (1) 

 𝑖 = (𝑜 − 𝑘)𝑚𝑜𝑑 𝑥 (2) 

Where 𝑜 is output image of encryption results, 𝑖 is input image or decrypt image, 𝑘 is random key, 𝑥 is 

range, in this research 𝑥 = 256. 

While the generator PN is an algorithm that can generate random binary numbers based on the binary 

key input. If the PN generator key is not in the form of a binary number, then the key needs to be 

changed to binary numbers. The random number generated by the PN generator will always be the 

same if given the same key input [8]. Usually said binary is used to spread messages [13] or it can also 

be used to modify encryption techniques.   

4. Proposed Method 

4.1. Embbeding Process 

The embedding method proposed in this study requires input in the form of a grayscale image with 

size m * m as the cover image, a binary image with size n * n as message image, the random key for 

OTP and binary key for PN generator, the following steps: 

• Read the cover image and then do the three DWT transformation levels to get the LL level 3 

subband, see Figure 2. 

• Transform the LL level 3 subband, then select level 4 HH subband, see Figure 3. 

 

 

 

Figure 2. Three level DWT to 

get subband LL level 3 

 Figure 3. Decomposition results 

after DWT on subband LL level 

3 to get subband HH level 4 

• Encrypt the message(m) using the OTP algorithm with a random key using formula (3) if the 

value 𝑃𝑁𝑗 = 0 or formula (4) if the value  𝑃𝑁𝑗 = 1 to produce an encrypted message (e). 

 e𝑗 = (𝑚𝑗 + 𝑘𝑗)𝑚𝑜𝑑 𝑥 (3) 

 𝑒𝑗 = (𝑚𝑗 − 𝑘𝑗)𝑚𝑜𝑑 𝑥 (4) 
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• Generate random binary numbers with PN generators. 

• Embed the message with formula (5) if the value 𝑃𝑁𝑗 = 0 or formula (6) if the value 𝑃𝑁𝑗 = 1. 

 𝑆𝑗 = 𝐶𝑗 − (𝑒𝑗 ∗ 𝛼) (5) 

 𝑆𝑗 = 𝐶𝑗 + (𝑒𝑗 ∗ 𝛼) (6) 

Where S is stego image, C is the cover image, M is message image, α is intensity 

• Perform inverse DWT as many as four levels to return the stego image to the spatial domain. 

4.2. Extracting Process 

In the extraction process requires input consisting of stego image, original cover image, OTP key, and 

PN generator key, the following steps: 

• Perform a DWT transformation of three levels in the LL stego subband image. 

• Take LL level 3 subband then do DWT transformation, to get level 4 HH subband, save it on 

𝑆 variable 

• Do the two steps above, to the original cover image to get a level 4 HH subband, then save it 

on the 𝐶 variable. 

• Extract the encrypted message (e) based on the binary number of the generator PN results with 

formula (7) if the value of  𝑃𝑁𝑗 = 0 or formula (8) if the value 𝑃𝑁𝑗 = 1. 

 𝑒𝑗 = (𝐶𝑗 − 𝑆𝑗) /𝛼 (7) 

 𝑒𝑗 = (𝑆𝑗 − 𝐶𝑗) /𝛼 (8) 

• Decrypt the results of extraction messages based on the binary number of the generator PN 

results with formula (9) if the value  𝑃𝑁𝑗 = 0 or formula (10) if the value  𝑃𝑁𝑗 = 1 to get the 

decrypted message (d). 

 𝑑𝑗 = (𝑒𝑗 − 𝑘𝑗)𝑚𝑜𝑑 𝑥 (9) 

 𝑑𝑗 = (𝑒𝑗 + 𝑘𝑗)𝑚𝑜𝑑 𝑥 (10) 

5. Implementation and Results 

In this study used standard cover images such as cameraman, Lena, mandril, and peppers as shown in 

Figure 4. While the message image used is shown in Figure 5. 

 

 
cameraman 

 
lena 

 
mandril 

 
peppers 

Figure 4. Cover Image Used 

 

 

Figure 5. Message Image Used 

Furthermore, the embedding process is based on the proposed method, the results of the embedding 

process are shown in Table 1. The quality of the embedding process results is measured by PSNR and 

MSE which can be calculated by the formula (11) for MSE and formula (12) for PSNR [21]. Table 1 
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also shows the quality comparison of the methods proposed in the method [9] and the proposed 

method, where the same OTP key and PN generator key are used. 

Table 1. Experiment Results from Proposed Method Compared with Method in [9] 

based on PSNR and MSE Value 

Image Name 

Method in [9] Proposed Method 

PSNR (dB) MSE PSNR (dB) MSE 

Cameraman 54.0515 0.2558 54.3161 0.2407 

Lena 54.0013 0.2588 54.2631 0.2437 

Mandrill 54.0178 0.2578 54.3956 0.2363 

Peppers 54.1345 0.2510 54.2805 0.2427 

𝑀𝑆𝐸 = ∑ ∑ ‖𝑆𝑖(𝑎, 𝑠) − 𝐶𝑖(𝑎, 𝑠)‖2𝑆−1
𝑠=0

𝐴−1
𝑎=0  (11)  

𝑃𝑆𝑁𝑅𝑑𝐵 = 10 𝑙𝑜𝑔 10 (
2552

√𝑀𝑆𝐸
) (12) 

Where 𝑎 and 𝑠 is the size of the image, 𝑆 is stego image, 𝐶 is the cover image. 

Based on Table I it appears that the PSNR and MSE values generated from the proposed method are 

slightly superior compared to the method [9]. Where the generator PN is not used in the study [9] after 

the PN generator is used the imperceptibility aspect can increase. This proves that the hypothesis 

discussed above proved true, that using PN generators can improve the imperceptibility and security 

aspects. In the extraction stage, the message can be extracted perfectly where all messages get the 

correlation coefficient (cc) value of 1. Where the cc formula is calculated by the formula (13). 

𝑐𝑐 =
∑ ∑ (𝑀𝑜−𝑀𝑜̅̅ ̅̅ )(𝑀𝑟−𝑀𝑟̅̅ ̅̅ )𝑠𝑎

√(∑ ∑ (𝑀𝑜−𝑀𝑜̅̅ ̅̅ )𝑠𝑎 (∑ ∑ 𝑀𝑟−𝑀𝑟̅̅ ̅̅𝑠𝑎 )
 (13)  

Where 𝑀𝑜is original message image, 𝑀𝑟 is srecover message image 

6. Conclusion 

Based on the results of the experiment it can be concluded that the proposed method can be 

successfully implemented. The PN generator is proven to increase imperceptibility quality in the stego 

image. Based on Table I, the average PSNR value generated by the method [9] is 54.0513dB and the 

proposed method has an average value of 54.3138dB, so the difference in PSNR value is only about 

0.26dB. Although the quality difference is imperceptibility insignificant, it can be concluded that the 

proposed method can produce a stego image that is better than the previous method. With conditional 

embedding based on PN values, security also increases because embedding variations are increasing. 
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