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Abstract-  Digital goods are being popular in order to the growth of creative industries. As an industries based on individual 
creativity, almost creative industries product are formed as a  digital or intangible products, such as music, digital design, 
photo and image, video, interactive games, software, script, and many more. Based on the creative industries value chain, 
there are creation, production, distribution, and commercialization process of digital creative products. There is not any 
difficulties for creative people to create and produce any creative products. However, the distribution and commercialization 
process often have some problems and barriers for creative industries. Regarding to their haracteristics, unauthorized party 
can modify, duplicate, or distribute the digital goods easily. In the commercialization context, these intellectual property 
infringements should be avoided by increasing the management of digital products inventory. In an intangible-based  e-
commerce, digital goods asset should be protected so that only authorized buyer or customer can download the products. It 
means that the download links and digital  goods  folder must be protected, namely folder vault. This  paper discussed  an 
implementation of folder vault to hide the original download link so that the downloadable files folder cannot be revealed to 
customer directly. 
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I. INTRODUCTION 
 
The rapid of technological developments provide a 
very positive impact in the creative industry. With the 
current technologies, the creative people can easily 
create, produce and distribute their creative products 
to be a creative economy values. Creative product 
does not provide any benefit unless those products 
converted into economic value. E-commerce is one of 
the most suitable media to support the 
commercialization of digital products into economic 
value. The creative peoples can sell their digital 
creative products through e-commerce, such as 
photos, graphic design, script, software, music, video, 
interactive games, and more. This e-commerce 
system can be developed in a variety of levels, either 
individually or portal websites.  
 
Related to the intangible products which it's usually 
as a digital content form, creative industries need to 
consider the following content aspects (Rousseau, 
2015), that are: (1) creating and protecting content; 
digital content provides an unique opportunity for 
innovation and creativity, but requires a method to 
protect it from theft and abuse. The presence of 
internet will also open a new opportunities for 
intellectual property infringement which can obstruct 
the innovation and creativity; (2) accessing and 
discovering content; there are a billion digital content 
in the world and it need a special attention to grab the 
potential users. So, it is very important to provide an 
access mechanisms and reliability of content search, 
such as design standards, metadata, and search engine 
optimization; (3) sharing and using content; digital 
content have an ability to be produced and distributed 
without cost and with minimal risk, and can be used 
repeatedly without becoming obsolete; (4) managing 

and preserving content; digital content opens up 
possibilities for grouping and stored in a larger 
volume, but it has the lost or damaged risk easily. 
Therefore, managing and preserving the digital 
content are needed for a sustainable use; (5) 
understanding and awareness of content; digital 
content has been changed the perception of 
information, knowledge, and material values. In the 
transition to the digital age, the understanding and 
concern for the environment of digital content is 
needed in order to make choices, decisions, and the 
right investment.  
In order to digital goods market, there are many 
issues of selling intangible goods online 
(Bhattacharjee et al., 2011) which are: (1) digital 
goods risk management, (2) transformation of the 
technology-enabled value chain, (3) market impacts 
of legal decisions and legal agreements, and (4) 
transnational and cross-cultural issues. As an e-
service, there are many measurements to evaluate a 
quality of an intangibility of e-commerce (Moon, 
2013), which are: (1) information content, (2) 
reliability, (3) security, and (4) customization. Based 
on its characteristics, many different buyers can buy 
the same digital goods. After made a complete 
payment, then buyers will receive their ordered 
products directly. 
 
This delivery can performed by download link 
through email or buyer's account. The link usually 
contains a path of product location, including folder, 
subfolder and file names. However, providing a full 
path to the buyer is certainly not a good way for 
security aspect. Because once buyers know the URL 
address, then they can download repeatedly as many 
times they want (Jin and Zbarsky, 2008). They might 
also explore another product in the same folder and 
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trying to download them without permission and 
bypassing the payment process. Hence, it is necessary 
to provide a folder or file vault so that unauthorized 
party cannot recognize the digital goods folder 
location or files. In this paper will present the use of 
vault methods to protect digital goods in an intangible 
e-commerce with and without an encryption 
algorithm to hide data folder such that only 
authorized buyer allows to access the download link. 
 
II. DATA VAULT SYSTEM 
 
Regarding to the data vault, a personal data vaults 
(PDVs) was proposed as a privacy architecture in 
which individuals retain ownership of their data 
(Moon et al., 2010). Before shared, data are filtered 
with content-service providers, and users or data 
custodian services. Online safe vault is developed that 
allows users to securely store their passwords online 
(Englert and Shah, 2009). Passwords are stored 
encrypted in the safe vault server and transmitted 
over the network as encrypted passwords.  
 
The data vault is also proposed to facilitate science 
data analysis (Ivanova et al., 2013). Through the 
extension of the database system architecture, the 
scientific file repositories are opened transparently for 
efficient in database processing and exploration. Data 
are loaded from the repository without data ingestion. 
In order to digital goods marketplace, the digital vault 
for securing of digital goods repository is developed 
to protect and load a stored digital products.  
In order to the security of digital content distribution, 
Fernandez (2005) explained an economic models of 
fair use to bridge the gap between traditional analog 
content and digitally protected content through digital 
right management. 
 
III. PROPOSED METHOD AND DISCUSSION 
 
Digital content is subject to discriminatory treatment 
rather than a tangible goods, it implies that digital 
goods should be protected from unauthorized buyers 
in term of sale of goods. There are many ways to 
protect the digital goods asset after uploaded to the 
web server. In this paper, we will discuss the use of 
cryptographic and non- cryptographic methods to 
hide the real download link, which will sent to 
customer or buyer.  
In the common digital goods marketplace, after 
buyers made a complete payment then they will 
receive a download link of the paid products. Those 
methods will be implemented through the folder 
vault, which is suggested to hide, or protect a folder 
and files that are stored on the web server, as 
illustrated in Figure 1. By hiding the download link it 
will help the vault system to protect digital goods 
asset location, because unauthorized customers 
cannot see the real folder where the digital goods are 
stored through download link. 

 
Fig. 1: Folder Vault Sequence Diagram 

 
3.1. Hiding Link with Cryptographic Methods  
The use of cryptographic method is very popular to 
increase secure download link, whether hashing or 
encryption algorithms. Suppose, customer buy a 
digital goods ‘FileName.pdf’ that stored in a folder, 
namely ‘FolderName’. The related download link is 
http://YourSite.ext/FolderName/FileName.pdf”.This 
method will mask the folder name using a hashing 
algorithms and/or encryption algorithms such that the 
encrypted download link will look like as 
http://YourSite.ext/EncryptedFoldeName/FileName.p
df. This encrypted download link can be provided 
through customer’s email or e-commerce account, as 
shown in Figure 2 for an example. 

 
Fig. 2: Download Link Encryption Example 

 
In this method, encrypting process may use any 
hashing algorithms, such as SHA1, SHA256, MD5, 
MD4, etc., and/or encryption algorithms, such as 
DES, AES, RSA, etc. For details, Figure 3 illustrate 
the hiding link scheme with the following steps:  
(1) Identify the path or full path without or with 
domain name, which will encrypted.  
(2) Generate hash values using hashes algorithms.  
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(3) Encrypt the hashes folder using encryption 
algorithms with a secret key.  
(3) Reconstruct the new path as an encrypted 
download link. 

 
Fig. 3: Download Link Encryption Process 

 
3.2. Hiding Link without Cryptographic Methods  
Suppose, customer buy digital goods, namely 
“FileName.pdf” that is stored in a folder, namely 
‘FolderName’ with the download link address is 
http://YourSite.ext/FolderName/FileName.pdf”. To 
hide the file location, this method will change the real 
download link such that it will look like 
http://YourSite.ext/download.php?file=FileName.pdf. 
To make more secure, the folder location can be 
created outside the website document root so that it 
cannot serve the digital goods by direct link. 

 
Fig. 4: Header Setting 

There are many implementation method to hide 
download link without using cryptography algorithm. 
For implementation example in PHP script, it can be 
performed by modify the HTTP headers as shown in 
Figure 4. Let, the root of website is “/YourSite” and 
the digital goods are stored in folder “/inventory/” 
located outside the website root. 

 
Fig. 5: Folder Structure 

 
By Figure 5, the individual link for FileName.pdf is 
‘/inventory/FileName.pdf. After modified headers, 
the downloadable files will be accessed from website 
root through download.php files with URL link 
http://YourSite.ext/download.php?file=FileName.pdf. 
Using this method, the real location of downloadable 
files are not revealed by customer and redirected to 
the website root. Although this method is not fully 
secure, at least the downloadable files are not 
accessed by direct links. 

 
Fig. 6: Download Link Example 

 
To ensure that only authorized buyer allow to 
download, then the download link can be combined 
with some parameters, such as buyer id, order id and 
product id, so the download link will look like 
http://YourSite.ext/download.php?id=buyer_id&file=
file_id&order=order_id, such as illustrated in Figure 
7 below. 

 
Fig. 7: Download Link with Some References Example 
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Another method to hide the folder of digital goods 
files is to use a temporary folder, as illustrated in 
Figure 8, with the following basic steps:  
(1) Create a temporary folder. This directory can be 
created randomly using random number generator 
function. The use of random directory aims to create 
a limited access for customer. It means that one 
downloadable file only be accessed by one customer 
and customer cannot access another files.  
(2) Copy the digital goods file to the temporary 
folder: The ordered products that selected by 
customer will be copied into the temporary folder so 
that customer cannot identify another products except 
their ordered items.  
(3) Provide download link to customer to download 
the ordered digital goods in the temporary folder. No 
need to modify the download link in this step because 
the download link is redirected to the temporary 
folder.  
(4) Delete temporary folder (if needed). If the system 
has a rule that customer only allowed to download 
ordered items in a limited number, then the temporary 
folder will be deleted automatically by system. 

 
Fig. 8: Download Link with Temporary Folder 

 
CONCLUSIONS  
 
Hiding the download link that is provided for 
customer in the digital goods market or intangible-

based e-commerce has been presented in this paper 
with the folder vault as the proposed method. The 
implementation of folder vault to protect the digital 
goods in the inventory database through hiding the 
download link is expected to provide some benefits, 
among others, to avoid unauthorized party to 
download the digital goods directly so that preventing 
theft of digital goods asset.  
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